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The blockchain adoption has expanded rapidly in various sectors, including gov-
ernance, finance, and gaming, driven by its ability to improve transparency and
ensure data integrity [1]. This is made possible especially by Decentralized Ap-
plications (DApps) that use smart contracts to encode business logic and enable
the automated and trustless execution of predefined activities [2]. However, the
implementation of smart contracts can diverge from the intended logic due to log-
ical flaws or unforeseen scenarios in their execution [1]. Logical flaws may arise
from incorrect assumptions, unhandled conditions, or unintended interactions
between different contract functions [3]. Unforeseen scenarios stem from exter-
nal factors such as network congestion, gas fee fluctuations, or user behaviors
that were not taken into account during development. These issues may lead to
unexpected behaviors, especially in smart contracts with intricate dependencies
or dynamic conditions in their business logic.

In such a context, analysis techniques must be considered to spot unexpected
behavior in order to check that smart contracts faithfully execute the desired
business logic [4]. Several techniques have been proposed to monitor and verify
smart contract implementations and executions [5]. Among the other approaches
based on symbolic execution, formal verification, fuzzing, and static analysis has
been considered. However, these approaches only focus on the verification of
smart contract code implementation without considering actual executions and
their produced data. They are unable to identify unexpected behaviors that
may arise even within proper code. Such behaviors can instead be identified
by observing the data produced with the execution of smart contracts, such as
transactions, blocks, and events. Moreover, the immutability of the data stored
on the blockchain provides a permanent record of information [6].

In this direction, compliance checking is a technique that allows defining
compliance requirements and consequent compliance rules to check over the data
under analysis [7]. It empowers auditors by supporting and streamlining audit-
ing operations. Compliance checking is a promising solution that allows for the
assessment of the adherence of rules to data resulting from the execution of a
smart contract [8]. Indeed, smart contract execution data reflects the business
logic of DApps, as process execution data captures the operational behavior of
business processes in traditional business process management systems [9]. How-
ever, while compliance checking has potential applications in blockchain scenar-
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ios, its adoption poses a main limitation since traditional rules specification lan-
guage [10, 11] do not explicitly refer to the blockchain data characterization. This
limitation arises from the domain-specific concepts and logic of DApps, which
require dedicated solutions for their analysis. We propose a Domain-Specific
Language (DSL), named CoBlock (Compliance Checking language for
Blockchain), for defining compliance rules in terms of blockchain characteri-
zations, treated as first-class citizens. The main advantage of the proposed DSL
is that it allows the auditors to focus on blockchain characterizations relevant
for DApp auditing, addressing the expressiveness limitations of existing compli-
ance rule languages. COBLOCK language is defined by a context-free grammar,
thereby inheriting the associated properties of decidability, including the ex-
istence of algorithmic parsing techniques and the resolvability of membership
problems [12]. Indeed, context-free languages are recognized by pushdown au-
tomata and can be parsed in polynomial time using algorithms such as Earley’s
algorithm [13]. COBLOCK enables the creation of rules allowing the expression
of blockchain concepts and characterizations relevant for DApps auditing.

This enables a tailored framework that leverages CoBlock for com-
pliance checking on blockchain. Using a DSL for compliance checking on
smart contract execution data provides auditors with a structured way to de-
fine compliance rules. Compared to manually analyzing blockchain logs or using
general-purpose programming languages, COBLOCK offers a more targeted ap-
proach for expressing compliance requirements. However, designing and imple-
menting a DSL is a non-trivial task; to facilitate these operations, we present a
framework for the DSL that provides a formal grammar, a parser, and a rule-
checker engine to ensure correctness and usability.

We demonstrate our proposal using the COBLOCK language on two real-
world DApps, namely Augur and PancakeSwap. Augur is a blockchain-based
betting platform that we use to demonstrate how its logic can be expressed
and evaluated with COBLOCK. PancakeSwap is a decentralized exchange plat-
form that we use to show the language at work on a more comprehensive set of
data. We chose the mentioned DApps as their logic was analyzed in the liter-
ature, and their logs were extracted and made available [14]. Those blockchain
logs contain meaningful information. Overall, the evaluation results demonstrate
that the COBLOCK framework successfully captures compliance requirements by
leveraging blockchain-specific characterizations. The rules formulated using the
CoBLoCK language and evaluated through the tool show the entire framework’s
ability to detect compliant and non-compliant executions by expressing compli-
ance requirements in real-world DApp execution data. The compliance rules not
only spot unexpected behaviors, but their results provide relevant insights on
the operational status of DApps, which can trigger further analysis or business
logic enhancements.
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